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Customer Notification No: CN17002
Customer Advisory Notice (CAN)

Subject: Update to Libero FlexLM daemons v11.14.0.0 for Libero server-based floating
licenses, and discontinued support for Libero Platinum floating license on Solaris
platform

Description

CN17002 is issued based on the vulnerability note VU#485744 published by CERT Software
Engineering Institute. Flexera software has confirmed about this vulnerability note, and reported
that the bug can be leveraged to gain code execution. Microsemi has released
Libero FlexLM daemons v11.14.0.0 to address this vulnerability. This CN recommends that the
version of Libero FlexLM daemons, Imgrd/actimgrd be updated from v11.12.1.0 or earlier to
v11.14.0.0.

For backward compatibility, Libero FlexLM daemons v11.14.0.0 will continue to work with existing
Libero installations up to Libero SoC v11.7. The Libero FlexLM v11.14.0.0 bundled packages are
available on the Microsemi website at License Server Daemons.

The following table lists the latest FlexLM versions that are available for various platforms:

Platform Imgrd/Imutil/Imhostid | actimgrd | snpsimd synplctyd | mgcld syncad
Windows v11.14.0.1 v11.14.0.1 |v11.13.1.2 (v10.8.2.1 |11.13.1.2(6.1c
Daemons

Linux v11.14.0.1 v11.14.0.1 |v11.13.1.2 (v10.8.2.1 |11.13.1.2(6.1g
Daemons

Solaris v11.14.0.0 v11.4.100.0|v11.13.1.2 |{v10.8.2.1 |11.13.1.2|6.1c
Daemons
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Libero FlexLM daemons v11.14.0.0 were shipped with the Libero SoC v11.7 SP2 release. Starting with
Libero SoC v11.8, the FlexLM v11.14.0.0 daemons should be used. If the FlexLM version is not updated,
the following error is displayed when Libero SoC v11.8 is accessed.

This CN also notifies that Microsemi will stop supporting Solaris Platinum floating license
effective January 2017. Microsemi will continue to support the Solaris Standalone floating license.
The current Solaris FlexLM version for Microsemi vendor daemons is 11.4 and there are no
future plans to update the version of the vendor daemons.

Note: Existing users working on Solaris Platinum floating license must migrate to Windows or Linux
Platinum floating license on expiry of the current license.

Contact Information:

For more information, contact Microsemi’'s Technical Support at soc_tech@microsemi.com.

To purchase a license, contact your local Microsemi sales representative.

Regards,

Microsemi Corporation

Customer Notice (CN) or Customer Advisory Notice (CAN) are confidential and proprietary information of
Microsemi and is intended only for distribution by Microsemi to its customers, for customers’ use only. It
must not be copied or provided to any third party without Microsemi's prior written consent.
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Microsemi makes no warranty, representation, or guarantee regarding the information contained herein or the suitability of its products and services for any particular purpose,
nor does Microsemi assume any liability whatsoever arising out of the application or use of any product or circuit. The products sold hereunder and any other products sold by
Microsemi have been subject to limited testing and should not be used in conjunction with mission-critical equipment or applications. Any performance specifications are
believed to be reliable but are not verified, and Buyer must conduct and complete all performance and other testing of the products, alone and together with, or installed in, any
end-products. Buyer shall not rely on any data and performance specifications or parameters provided by Microsemi. It is the Buyer’s responsibility to independently determine
suitability of any products and to test and verify the same. The information provided by Microsemi hereunder is provided “as is, where is” and with all faults, and the entire risk
associated with such information is entirely with the Buyer. Microsemi does not grant, explicitly or implicitly, to any party any patent rights, licenses, or any other IP rights,
whether with regard to such information itself or anything described by such information. Information provided in this document is proprietary to Microsemi, and Microsemi
reserves the right to make any changes to the information in this document or to any products and services at any time without notice.

About Microsemi

Microsemi Corporation (Nasdag: MSCC) offers a comprehensive portfolio of semiconductor and system solutions for aerospace & defense, communications, data center and
industrial markets. Products include high-performance and radiation-hardened analog mixed-signal integrated circuits, FPGAs, SoCs and ASICs; power management products;
timing and synchronization devices and precise time solutions, setting the world's standard for time; voice processing devices; RF solutions; discrete components; enterprise
storage and communication solutions; security technologies and scalable anti-tamper products; Ethernet solutions; Power-over-Ethernet ICs and midspans; as well as custom
design capabilities and services. Microsemi is headquartered in Aliso Viejo, California, and has approximately 4,800

employees globally. Learn more at www.microsemi.com.
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